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Total No. of Questions: 07

B.Sc. (CYBER SECURITY), Semester-3"

COMPUTER NETWORKS
Subject Code: UGCA 1913
M.Code: 92750
Date of Examination: 26-11-2025

Time: 3 Hrs.
INSTRUCTIONS TO CANDIDATES:

1. SECTION-A is COMPULSORY
2. SECTION-B consists of SIX questions, carrying TE

Total No. of Pages: 01

Max. Marks:60

consisting of TEN questions carrying TWO marks each.
N marks each and student have to attempt

any FOUR questions.
Q. No. Question [ Course Bloom’s |
Outcome Level
SECTION-A
F 1. Answer briefly:
a. Define CSMA/CA.
E b. | Explain the concept of internetworking.
C. Define SLIP (Serial Line Internet Protocol).
d. List the advantages of FDM. 4\
2 8, What is bascband transmission? co3 | Ll
f. Explain the difference between MAN and WAN with cOo3 1.2
examples.
g. What is the Session Layer? CcO4 L1
h. Define TCP. CcO4 1.2
i Name the functions of HTTP. CO5 L1
! What is remote login? CO5 L2
SECTION-B
\7 2, Apply the leaky bucket and token bucket algorithm to COl L3
control congestion ?
- Examine whether combining OSI and TCP/IP features Cco2 L4
' could lead to a more robust model.
‘7 4. \ Evaluate which routing algorithm (distancc vector or link cO4 ‘ L5
, state) provides better network optimization.
3. Explain unguided medium in details with their range. co3 { LS
advantages and disadvantages”? I
6. Apply the concept of CSM A/CD to explain how collisions cor | 13
_ are handled in Ethernet networks.
. B Analyze how email protocols (SMTP. POP. IMAP) CO5 L4
L function together for message delivery.

NOTE: Disclosure of Identity by

page of Answer Sheet will lead to UMC against the student.
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Total No. of Pages:01 Total No. of Questions: 07
B.Sc. (Cyber Security), Semester-3
PROGRAMMING IN PYTHON
Subject Code: UGCA 1914
M.Code: 92757
Date of Examination: 08-12-2025
Time: 3 Hrs. Max. Marks:60
INSTRUCTIONS TO CANDIDATES:
1. SECTION-A is COMPULSORY consisting of TEN questions carrying TWO marks each.
2. SECTION-B consists of SIX questions, carrying TEN marks each and student have to attempt

any FOUR questions.
Q. Question Course | Bloom’
No. Outcome | s Level
SECTION-A
1. | Answer briefly:
a. | Define a Python identifier. CO-1 L1
b. | Compare assignment operator (=) and the equality operator (==). CO-1 L2
c. | State one primary limitation of Python as an interpreted
CO-2 L1
language.
d. | Interpret h.ow does Python support object-oriented CO-2 2
programming?
e. | How do you access the last element of a list named 'my list'? CO-3 L1
f. | Explain how nested control statements work. CO-3 L2
g. | Name one standard module used for date and time operations. CO-4 L1
h. | Explain the role of the 'finally' block in exception handling. CO-4 L2
i. | Define the 'self' parameter. CO-5 Ll
J- | Explain Polymorphism & Inheritance in Python OOP. CO-5 L2
SECTION-B
2. | Apply conditional and looping structures to design a Python CO-1 13
program for generating a student grade report.
3. | Examine the syntax and structural differences between Python's
high-level control structures and their equivalents in Java or C, CO-2 L4
focusing on readability.
4. | Evaluate the use of sets in Python with suitable examples. CO-3 LS
5. | Explain user defined exceptions and built in exceptions with
suitable examples. GeES a
6. | Construct a program to compute the factorial of a given number. CO-4 L3
7. | Analyze how encapsulation helps in maintaining data security in CO-5 L4
Python class design.

NOTE: Disclosure of Identity by writing Mobile No. or Making of passing request on any
page of Answer Sheet will lead to UMC against the student.
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B.Sc. (CYBER SECURITY), Semester-3"¢
DATA STRUCTURES
Subject Code: UGCA 1915
M.Code: 92752
Date of Examination: 02-12-2025

Time: 3 Hrs. Max. Marks:60
INSTRUCTIONS TO CANDIDATES:
1. SECTION-A is COMPULSORY consisting of TEN questions carrying TWO marks
each.
2. SECTION-B consists of SIX questions, carrying TEN marks each and student have to
attempt any FOUR questions.

Q. Question Course Bloom’s
No. QOutcome Level
SECTION-A
1. | Answer briefly:
a. | What is the syntax for array declaration in C? COl L1
b. | Explain string with the help of suitable example. COl L2
c. | Whatis FIFO? Explain with an example. CO2 L1
d. | Explain pointer with the help of an example. CO2 L2
e. | Define enqueue and dequeue operations. CO3 L1
f. | Explain in-order traversal with an example.. CO3 L2
g. | List two types of searching techniques. ' CO4 L1
h. | Compare linear and binary search. CO4 L2
i. | Define the term “algorithm”. CO5 L1
j. | Compare primitive and non-primitive data structures. CO5 L2
SECTION-B
2. | Construct C++ program to find the largest element in a one- CO1 L3
dimensional array with its output.
3. | Identify queue data structure and its types with examples. CO2 L3
4. | Explain stack data structure and evaluate the algorithms for CO2 L5
the different operations performed on stack.
5. | Explain AVL tree and perform insertion and rotation CO3 L5
operations to maintain balance.
~ 6. | Compare the process of bubble sort and selection sort with the CO4 L4
help of examples. '
7. | Classify different types of data structures and explain each CO5 L4

type briefly.

NOTE: Disclosure of Identity by writing Mobile No. or Making of passing request on any
page of Answer Sheet will lead to UMC against the student.
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Total No. of Questions: 07

B.Sc.CS, Semester-3"4

MATHEMATICAL FOUNDATIONS FOR CRYPTOGRAPHY

Subject Code: UGCA1987
M.Code: 92751
Date of Examination: 29-11-2025

Time: 3 Hrs.
INSTRUCTIONS TO CANDIDATES:
1. SECTION-A is COMPULSORY consisting of TEN questions carrying TWO marks each.

2. SECTION-B consists of SIX questions, carrying TEN marks each and student have to attempt

Total No. of Pages: 01

Max. Marks:60

any FOUR questions.
Q. No. Question Course | Bloom’s
Outcome | Level
SECTION-A
L Answer briefly:
a. Define Linear congruence. CO1 L1
b. Outline the last digit of 793, COl1 L2
C; What do you understand by field? CO2 L1
d. Interpret the composition table for Z; under addition. CO2 L2
. Find multiplicative inverse of 6 under (mod 7) CO2 L1
f. Compare the TRNG and PRNG. CO3 L2
g. Name one algorithm used in PRNG. CO3 L1
h. Explain substitution cipher. CO4 L2
) Define cryptanalysis. CO4 L1
J- Explain an example of a true random number source. CcOo3 1.2
SECTION-B
2. Apply the Euclidean algorithm, compute gcd(414,662). CO1 L3
Then, apply the extended Euclidean algorithm to find
integers X, y such that gcd(414,662) = 414x + 662y.
3. Determine the multiplicative inverse of each element in CO2 L5
GF(23), with irreducible polynomial x3 + x + 1.
4. Convert the decimal numbers 25 and 18 into binary. Apply CO3 L3
the following operations: (i) Binary Addition (ii) Binary
Subtraction
5. (a) Compare symmetric and asymmetric encryption based CO4 L4
on key usage.
(b) List the major security goals achieved by cryptography.
6. GivenA = 45,B = 27,C = 12. CO3 L4
Simplify: R = (A | B) — (B&C().
7. Explain the terms with an example of each : Ransomware, CO4 L5
Spyware, Trojan Horse, Malware, Virus.

NOTE: Disclosure of Identity by writing Mobile No. or Making of passing request on any

page of Answer Sheet will lead to UMC against the student.
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B.Sc. (CYBER SECURITY), Semester-3"4
ETHICAL HACKING
Subject Code: UGCA 1988
M.Code: 92753
Date of Examination: 05-12-2025

Time: 3 Hrs. Max. Marks:60
INSTRUCTIONS TO CANDIDATES:

1. SECTION-A is COMPULSORY consisting of TEN questions carrying TWO marks each.

2. SECTION-B consists of SIX questions, carrying TEN marks each and student have to attempt

any FOUR questions.
Q. Question Course | Bloom’
No. Outcome | s Level
SECTION-A
1. | Answer briefly:
a. | Define two essential terminologies used in ethical hacking. CO-1 L1
b. | Summarize attacks with example. CO-1 L2
c. | List two difference Between authoritative DNS and non- CO-2 L1
authoritative DNS.
d. | Explain why footprinting is important for a Hacker. CO-2 L2
€. | Define NULL scan. CO-3 L1
f. | Explain one method to validate scanning results. CO-3 L2
g. | Define keystroke logger (key logger). CO-4 L1
h. | Summarize ARP Spoofing and Redirection. CO-4 L2
i. | What is the used of 802.11. CO-5 L1
J- | Explain how sniffing tools can be used to analyze wireless CO-5 L2
traffic. A
SECTION-B
2. | Identify what is an exploit is with an example and its CO-1 L3
Vulnerabilities.
3. | Explain the term Target of Evaluation (ToE) in simple words and | CO-2 L3
active and passive footprinting.
4. | Compare active and passive fingerprinting with the help of CO-3 L5
examples.
5. | Criticize the weaknesses of WEP and similar outdated security CO-4 L5
protocols in protecting against modern sniffing methods.
6. | Identify the role of encryption algorithms in preventing CO-4 L3
password-cracking attempts.
7. | Analyze the relationships between key management, CO-5 L4
authentication, and encryption in establishing secure wireless
communication.

NOTE: Disclosure of Identity by writing Mobile No. or Making of passing request on any
page of Answer Sheet will lead to UMC against the student.
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